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Emergency
Telecommunications Failure

Unique identifier / Notation TL0211 Synonyms

Emergency communication systems, Communications
capability, Emergency telecommunications, Network-enabled
capability, Emergency services, Emergency network failure

Emergency telecommunications failure is an
umbrella term for telecommunications of an
‘extraordinary nature’ under abnormal and
potentially adverse network conditions (ITU,
2007).
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Annotations
Additional scientific description

Emergency telecommunications are critical when a disaster
occurs, to enable emergency and disaster response teams,
government ministries, departments and agencies, as well as
humanitarian agencies to coordinate and deliver disaster
response and recovery efforts. Emergency telecommunications
failure is closely linked to service restoration. Service restoration
is described as a set of automated or manual methods, invoked
after a network failure, to enhance the ability of successful
communications reroute and completion around the failed
network element(s) (ITU, 2014).

All forms of communications traffic are expected to be carried
by next- generation networks - control plane traffic (e.g., routing
and signalling messages), emergency telecommunications, real-
time voice and video services, data services, virtual private
network (VPN) services, as well as traditional ‘Best effort' traffic.
In such an environment, it is important to assign priority
classifications and establish rules for service restoration such
that critical services (e.g., control plane traffic and emergency
telecommunications) are recognised and restored over other
services in case of network overloads or failures. As service
flows can be expected to traverse multiple network domains,
priority classification is an important step in the development of

UNDRR uses cookies to enB§raS55%56¢ HAMBUDORISLIRA EX SR SRl as of the

mechanisms for enabling preferential restoration of critical
By continuing to use our site, yg@me@mqubq%pf cookies. For more information, please see our Privacy Policy.

The requirements for disaster communication in terms of
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from a communication perspective needs to be handled as
regards the type of communication technologies and their
utilization in the various phases of the disaster (ITU, 2014).

Metrics and numeric limits

The ITU is currently developing global guidelines for countries to
develop National Emergency Telecommunications Plans (NETS)
to be used for early warning and in times of emergency. The
framework seeks to address a country’s exposure to natural
hazards and disasters prior to developing emergency data and
communication systems (ITU, 2019).

Key relevant UN convention / multilateral
treaty

The Tampere Convention on the Provision of Telecommunication
Resources for Disaster Mitigation and Relief Operations was
established in 2005. This international treaty allows countries to
remove regulatory issues to immediately provide emergency
telecommunications where a disaster has occurred (United
Nations Treaty Collection, 1998).

Drivers

Natural hazards can destroy telecommunications infrastructure
and cause severe network disruptions. Electrical power is
essential for these emergency communication systems to
operate and power outages are directly linked to the drivers of
this hazard (Townsend and Moss, 2005; Chang et al., 2007). In
addition, human-caused hazards, such as sabotage, vandalism
and war, impact on emergency telecommunications. Natural
hazards impact emergency telecommunication. During and after
an earthquake, emergency communications are crucial. Reliable
communication is vital for disseminating information,
coordinating rescue efforts, and allowing people to stay
informed and connect with loved ones. In the immediate
aftermath, traditional phone calls may be unreliable, so text
messages, social media, and battery-operated radios become
important communication tools (US Department of Homeland
Security, 2024; PAHO, 2009). Solar geomagnetic storms generate
X-rays and solar radio bursts, accelerate solar particles to
relativistic velocities, causing major perturbations to the solar
wind, and can cause detrimental effects to the electricity grid,
satellites, avionics, air passengers, signals from satellite
navigation systems, mobile telephones and more. (National
Research Council, 2008; Royal Academy of Engineering, 2013)

Impacts

Emergency telecommunications failure can lead to the
malfunction of early warning systems, increasing the potential
for secondary damages. It also diminishes disaster response
capabilities by causing delays or reducing the efficiency of
emergency response operations. Furthermore, due to its
interdependency with power and ICT systems,
telecommunications infrastructure can become a target for
cyber-attacks, creating additional vulnerabilities in the system
(CISA, 2023).

Failure in emergency communications will have more impact in
the context of other hazards, for example, wildfires are the most
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improving emergency connectivity are vital.
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Multi-hazard context

The figure below summarises common interactions between
emergency communication failure and other hazards. This
information should be used with caution and not be solely relied
upon in Disaster Risk Management, particularly as some
interactions may not have been included. Note that hazardous
events occurring together or locally in space or time may not
necessarily cause, amplify, or be otherwise related to each other.
Specific examples of multi-hazard context can be found in the
‘Hazard drivers’ and ‘Impacts’ sections above.

Multi-hazard diagram
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Risk Management

The ITU's NETS framework can be used across all stages of the
disaster management cycle and provides guidelines for a
country to establish robust Information and Communication
Technologies (ICT) systems before, during and after a disaster
(ITU, 2019).

In large-scale disaster situations, emergency telecommunication
failures are likely due to network overload or interdependencies
with power systems. To address these risks, it is crucial to
enhance the resilience of communication systems by
implementing measures such as network traffic and system
performance monitoring. Additionally, risks can be mitigated
through the establishment of backup communication systems,
securing alternative communication pathways, and pre-planning
the personnel and resources needed to ensure uninterrupted
operations.

Mobile technology serves as a critical tool in mitigating
emergency telecommunications failure, enabling effective
communication across all phases of disaster management,
including preparedness, resilience-building, response, and
recovery. It ensures access to vital information and plays a
particularly significant role in the dissemination and
communication of early warnings (GSMA, 2023).

Monitoring

Emergency telecommunications failures exacerbate disaster
risks by hindering communication and coordination among
responders, potentially leading to delayed or ineffective
emergency response, and increased physical and financial
damage. Quick service restoration is crucial for enhancing
disaster response capabilities, as it enables timely
communication, information sharing, and coordinated actions to
mitigate damage and aid affected populations (OECD, 2025).
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Coordinating agency or organisation

International Telecommunication Union (ITU) in partnership with
World Food Programme (WFP)

United Nations Office for the Coordination of Humanitarian
Affairs (UN OCHA)

United Nations High Commissioner for Refugees (UNHCR)
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